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Abstract − Vehicular Ad Hoc Networks (VANET) play an essential role in the advancement of intelligent transportation 
systems, facilitating real-time communication between vehicles (V2V), infrastructure (V2I), and surrounding 
environments (V2X). This systematic review analyzes a range of VANET routing protocols, highlighting the strengths 
and weaknesses of topology-based, position-based, cluster-based, and hybrid methods. Additionally, this review explores 
core challenges in VANET, including high mobility, data security, Quality of Service (QoS) requirements, and 
connectivity issues in dynamic and high-density traffic environments. The paper also provides insights into simulation 
tools and performance metrics employed in VANET research alongside practical applications in modern transportation 
systems, such as autonomous driving, traffic management, and safety-related communication. Furthermore, this review 
emphasizes the need for ongoing research to address the identified challenges and optimize VANET performance. 
Integrating emerging technologies, including 5G, artificial intelligence (AI), and edge computing, offers promising 
avenues for enhancing system efficiency and sustainability. This review establishes a comprehensive foundation for 
further advancements in VANET by highlighting key findings and research gaps. Ultimately, the effective implementation 
of VANET has the potential to significantly improve transportation safety, efficiency, and sustainability, contributing to 
the realization of smart city initiatives and innovative mobility solutions. This work aims to guide future research 
directions, ensuring that VANET continues to evolve in alignment with the demands of modern transportation systems 
and the broader context of intelligent mobility. 
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I. INTRODUCTION  
The rapid advancement of Intelligent Transportation 

Systems (ITS) has significantly transformed the landscape 
of modern transportation[1]. This transformation requires 
sophisticated communication networks that facilitate real-
time data exchange, ultimately enhancing safety, 
efficiency, and user convenience. Within this context, 
Vehicular Ad Hoc Networks (VANET)[2] emerge as a 
critical subset of Mobile Ad Hoc Networks (MANET)[3], 
enabling direct communication between vehicles (V2V) 
and between vehicles and infrastructure (V2I) without 
reliance on fixed infrastructure. VANET supports vital 
applications, including collision avoidance, emergency 
alerts, dynamic traffic management, and autonomous 
driving, establishing itself as an essential component of 
connected and intelligent transportation systems[4]. 

The architecture of VANETs is characterized by high 
mobility and a rapidly changing network topology, which 
presents significant challenges for traditional routing 
protocols[5]. This dynamic environment necessitates the 
development of specialized protocols capable of 
accommodating frequent network changes while satisfying 
the stringent quality of service (QoS) requirements 
associated with safety-critical applications[6]. As a result, 
various routing protocols have been developed for 
VANET, which can be categorized into topology-based[7], 
position-based[8], cluster-based[9], and hybrid types[10]. 
Each category possesses distinct strengths and limitations 

regarding reliability, scalability, latency, and adaptability 
to diverse traffic conditions. 

Despite the substantial body of research dedicated to 
VANET protocols, several enduring challenges remain. 
Key issues include ensuring data security and privacy[11], 
maintaining stable connectivity in densely populated urban 
environments[12], and minimizing latency in safety-critical 
scenarios[13][14]. Furthermore, advancements in 5G 
technology[15], machine learning[16], and edge computing 
have generated increased interest in hybrid protocols and 
intelligent routing mechanisms that can bolster network 
resilience and efficiency in highly dynamic vehicular 
contexts. 

This systematic review aims to comprehensively 
analyze existing VANET protocols, their applications, and 
the primary challenges encountered in VANET 
implementation[17]. By evaluating simulation tools, 
performance metrics, and emerging technologies, we 
intend to establish a framework for future research that 
addresses current limitations and explores new 
opportunities within transportation networks. The 
significance of this research lies in its potential to enhance 
transportation system safety and efficiency, reduce traffic 
congestion, and facilitate the successful integration of 
autonomous vehicles. A thorough understanding of the 
strengths and weaknesses of various VANET protocols will 
empower stakeholders to make informed decisions, 
fostering the development of more robust and adaptive 
communication networks that contribute to more intelligent 
and safer urban environments. 
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The contributions of this research are multifaceted. 
First, it consolidates existing knowledge regarding VANET 
protocols, offering a clear overview of their applications 
and associated challenges, thereby serving as a valuable 
resource for researchers and practitioners. Second, by 
identifying gaps in the current literature, this review sets the 
stage for future investigations into innovative routing 
solutions and security measures, addressing critical issues 
that impede the widespread adoption of VANET 
technology. Finally, the findings of this research inform 
policy-making and strategic planning for deploying 
intelligent transportation systems, guiding investments and 
initiatives to create more efficient and safer transportation 
networks.   

II. RESEARCH METHODOLOGY  
 

The Systematic Literature Review (SLR) method is a 
structured approach for gathering and analyzing literature 
relevant to a specific topic, in this case, Vehicular Ad Hoc 
Networks (VANET) shown in Figure 1. 

 

 

Figure 1. Systematic Literature Review Methodology[18] 

In Figure 1, the process begins by formulating a 
specific research question to guide the literature search. 
Researchers then develop a protocol that outlines inclusion 
and exclusion criteria to ensure the selected studies are 
relevant and of high quality. Following this, a 
comprehensive search is conducted across various 
databases to identify pertinent studies, which are 
subsequently screened to filter out those not meeting the 
established criteria. Data from the selected studies are 
extracted and analyzed to uncover significant findings. 
Finally, the results are compiled into a report that 
synthesizes the findings, discusses their implications, and 
offers recommendations for future research. This method 
provides a comprehensive understanding of current 
developments and challenges in the VANET field. 

 

III. VANET ARCHITECTURE AND CORE 
COMPONENTS 

 
VANET form a foundational component in intelligent 

transportation systems, allowing real-time data exchange 
between vehicles and with nearby infrastructure to support 
efficient and safe transportation[19]. The architecture of 
VANET is designed to handle high mobility, rapidly 
changing topologies, and intermittent connectivity. This 
section delves into the core components of VANET, 
including its network structure, communication types, and 
standards that govern data transmission[20]. 

A. Network Structure 

The basic architecture of VANET comprises three 
main elements: vehicles as mobile nodes, roadside units 
(RSUs), and central network elements. 

Vehicles as Mobile Nodes[21]: In VANET, each vehicle 
acts as a mobile node equipped with communication 
capabilities that enable it to connect with other vehicles 
(Vehicle-to-Vehicle or V2V) or infrastructure (Vehicle-to-
Infrastructure or V2I). These nodes move at high speeds 
and follow unpredictable paths, leading to frequent 
topology changes that require efficient and adaptive routing 
protocols. 

Roadside Units (RSUs)[22]: RSUs are fixed infrastructure 
elements, often located at traffic lights, intersections, or 
along roadsides. They provide a stationary communication 
link to vehicles within a particular range. RSUs serve as 
intermediaries, relaying information between vehicles and 
sometimes providing access to the central network. They 
also contribute to managing data traffic, enhancing 
connectivity, and improving the reliability of data 
transmission in high-mobility scenarios. 

Central Network Elements[23]: VANET may include 
centralized components like data servers or cloud platforms 
to manage, analyze, and store data collected from vehicles 
and RSUs. While VANET primarily operates as a 
decentralized network, these central elements play a role in 
data processing, long-term data storage, and integration 
with broader intelligent transportation systems. 

This combination of mobile and stationary components 
allows VANET to dynamically adapt to the movements of 
vehicles, ensuring that data is shared efficiently across a 
vast, dispersed network. 

B. Types of Communication 

VANET supports several types of communication that 
facilitate data exchange in various scenarios, particularly 
regarding vehicle safety, traffic management, and 
efficiency: 

Vehicle-to-Vehicle Communication[24] 
V2V communication is direct data exchange between 
vehicles. Through V2V, vehicles can transmit data 
regarding speed, position, and intent to nearby vehicles. 
This form of communication supports collision avoidance, 
lane change warnings, and cooperative driving by enabling 
vehicles to “see” beyond their immediate surroundings. 
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V2V operates as a decentralized network where each 
vehicle autonomously communicates, allowing a rapid and 
low-latency exchange of critical information. 

Vehicle-to-Infrastructure Communication[25]: 
V2I communication occurs between vehicles and fixed 
infrastructure, typically RSUs. This communication type 
allows vehicles to receive data from traffic management 
systems, such as signal timing, congestion information, or 
route recommendations. V2I can enhance overall traffic 
flow, support adaptive traffic control systems, and 
contribute to environmental monitoring by sharing data 
with city infrastructure systems. 

Vehicle-to-Everything(V2X) Comunication[26]: 
V2X extends the scope of communication to include other 
surrounding entities, encompassing both V2V and V2I 
communications. It may involve communication with 
pedestrians (Vehicle-to-Pedestrian or V2P), cyclists, or 
devices in the surrounding environment. V2X provides a 
holistic approach, connecting vehicles to all relevant 
network elements, enhancing situational awareness, and 
supporting more extensive safety applications in complex 
traffic environments. 

Together, these communication types enable VANET to act 
as a versatile and scalable network, capable of supporting 
diverse applications in urban and rural areas. 

C. Protocol and Communication Standards 

To support efficient and reliable communication in 
VANET, several protocols and standards have been 
established. These standards ensure interoperability, low 
latency, and adequate throughput in diverse environments: 

IEEE 802.11p[27]: 
IEEE 802.11p is a modified version of the 802.11 standard 
for wireless access in vehicular environments (WAVE). 
DSRC enables short-range wireless communication, 
typically within a range of 300 meters. It is designed for 
high-speed environments, allowing vehicles to share 
critical safety data with minimal latency. DSRC operates in 
the 5.9 GHz band and supports V2V and V2I 
communications, making it suitable for real-time 
applications like collision avoidance and emergency alerts. 

Dedicated Short-Range Communication (DSRC)[28]: 
DSRC is both a standard and a technology framework that 
includes IEEE 802.11p, offering secure, reliable 
communication in vehicular environments. DSRC is 
tailored for high-speed and high-mobility contexts, 
allowing rapid data exchange within a limited range. Its 
low-latency capabilities make it ideal for applications 
requiring instantaneous data, such as crash prevention and 
traffic signal communication. DSRC has been widely 
implemented in pilot projects and is recognized for its 
contributions to traffic safety applications. 

LTE-V2X(Meng.et.al.,2016): 
LTE-V2X (Long Term Evolution for Vehicle-to-
Everything) is a cellular-based V2X technology that 
leverages existing LTE infrastructure to provide broader 
coverage than DSRC. LTE-V2X supports direct 
communication (PC5 interface) between vehicles and 

infrastructure without relying on cellular networks and 
network-assisted communication (Uu interface) through a 
cellular tower. With its extensive range and support for 
V2V, V2I, and V2X, LTE-V2X enables applications 
beyond safety, including infotainment and route 
optimization. It also paves the way for integration with 5G, 
offering higher data rates, better coverage, and ultra-low 
latency, making it ideal for future autonomous vehicle 
networks. 

By incorporating these standards, VANET achieves 
the necessary interoperability to handle complex data 
exchanges across different types of network environments. 
These standards contribute to the efficient and reliable 
functioning of VANET, enabling it to support diverse 
applications critical to the future of transportation. 

III. SYSTEMATIC REVIEW OF VANET ROUTING 
PROTOCOLS 

The effectiveness of routing protocols in Vehicular Ad 
Hoc Networks (VANET) significantly impacts the 
performance and reliability of communication among 
vehicles and infrastructure. This section systematically 
reviews various routing protocols categorized into 
topology-based, position-based, cluster-based, 
hierarchical, and hybrid protocols. 

A. Topology-Based Protocols 

Topology-based protocols[30] rely on the established 
network topology, leveraging the arrangement of nodes to 
facilitate data transmission. These protocols are commonly 
used in scenarios where the network structure remains 
relatively stable over short periods. 

1. AODV[5]: 
AODV is a reactive routing protocol that establishes 
routes only when needed, minimizing overhead by 
creating routes on demand. It utilizes destination 
sequence numbers to maintain freshness in routes, 
allowing vehicles to share routing information 
dynamically. AODV is particularly effective in urban 
environments where vehicles frequently change their 
paths and require quick route establishment for safety 
messages. For instance, during peak hours in a busy 
city, AODV enables vehicles to communicate critical 
information, such as sudden stops or accidents, 
ensuring that other drivers can respond promptly and 
avoid potential collisions. 

2. DSR (Dynamic Source Routing)[31]: 
DSR allows vehicles to discover routes by using source 
routing, meaning that the complete route is contained 
in the packet header. This protocol is especially 
beneficial in areas with variable traffic patterns, such 
as during special events that significantly alter normal 
traffic flow. For example, if a concert is ending and 
thousands of attendees are trying to leave the vicinity, 
DSR can efficiently route messages about congested 
areas or alternative routes, helping to alleviate traffic 
and improve overall flow. 

3. OLSR (Optimized Link State Routing)(Priyambodo 
etal.,2021): 
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OLSR is a proactive routing protocol that maintains 
up-to-date routing information by periodically 
exchanging link state messages. This protocol is well-
suited for highways, where vehicles travel at high 
speeds and need constant connectivity. In such 
environments, OLSR’s use of Multipoint Relays 
(MPRs) reduces the number of transmissions needed 
for route updates, making it efficient in dense traffic 
situations. For instance, on a highway where traffic 
conditions can change rapidly due to merging or lane 
changes, OLSR ensures that vehicles maintain 
accurate routing information, thus enhancing safety 
and communication. 

B. Position-Based Protocols 

Position-based protocols, also known as geographic 
routing protocols[33], utilize location information derived 
from Global Positioning System (GPS) to make routing 
decisions, enhancing efficiency and reducing overhead. 

1. GPSR (Greedy Perimeter Stateless Routing)[34]: 
GPSR employs a greedy approach by forwarding 
packets to the neighbor closest to the destination based 
on their geographic location. This protocol excels in 
urban settings, where precise location data can guide 
vehicles through complex street layouts while 
minimizing congestion. For example, if a vehicle 
needs to navigate through a busy city intersection, 
GPSR can help it find the quickest path by routing 
packets to nearby vehicles, effectively creating a real-
time traffic flow map that adjusts dynamically to 
changing conditions. 

2. GSR (Geographic Source Routing)[35]: 
GSR extends the principles of geographic routing by 
embedding source routing information based on 
location data. This hybrid approach allows vehicles to 
navigate efficiently using available GPS coordinates, 
making it particularly useful in rural areas with less 
predictable traffic patterns. For instance, in a less 
populated region where road layouts may be irregular, 
GSR can assist vehicles in reaching their destinations 
by providing a reliable route that considers both 
geographic position and potential obstacles. 

C. Cluster-Based and Hierarchical Protocols 

Cluster-based and hierarchical protocols organize 
nodes into clusters to facilitate efficient communication 
and resource management, reducing overhead and 
improving scalability[36]. 

1. COIN: 
COIN forms clusters of vehicles that communicate 
within a defined range, utilizing a leader node to 
manage communications and routing within the 
cluster. This approach is particularly useful in urban 
traffic congestion, where localized communication can 
alleviate the burden on broader network 
communications. For example, during a traffic jam, 
COIN allows vehicles within the same cluster to share 
information about nearby obstacles or alternative 
routes, enabling them to coordinate their movements 
and reduce overall congestion. 

2. CBR(Cluster-BasedRouting): 
CBR organizes vehicles into clusters and selects 
cluster heads to facilitate communication. This method 
optimizes bandwidth utilization and reduces latency 
through localized data management. In fleet 
management systems, for example, CBR enables 
efficient communication among multiple vehicles 
operating in the same area, allowing for real-time 
coordination and resource sharing that enhances 
operational efficiency. 

D. Hybrid and Emerging Protocols 

Hybrid protocols combine features from various 
routing methodologies to address specific challenges and 
optimize performance. LA-AODV(LearningAutomata-
AODV)[37]: LA-AODV integrates machine learning 
techniques into the AODV framework, allowing the 
protocol to adapt dynamically to changing network 
conditions. This adaptability is particularly valuable in 
high-mobility environments, such as those involving 
autonomous vehicles. For instance, LA-AODV can 
optimize relay node selection and enhance route stability 
based on real-time data, ensuring that autonomous vehicles 
can communicate effectively with each other and their 
surroundings, thereby enhancing safety and operational 
efficiency. 
 

IV. KEY CHALLENGES IN VANET 
IMPLEMENTATION 

One of the primary challenges in implementing 
Vehicular Ad Hoc Networks (VANET) is the high mobility 
of vehicles, which leads to frequent changes in network 
topology[22]. Vehicles are constantly on the move, often at 
high speeds, resulting in rapidly changing connections 
between nodes. For example, in a busy urban environment, 
a vehicle traveling at 60 km/h may change its neighboring 
vehicles every few seconds, constantly re-evaluating 
routing paths. This dynamic nature of the network can 
cause routing paths to become unstable, making it difficult 
to maintain continuous communication. As vehicles enter 
and exit communication ranges, established routes may 
become invalid, leading to delays in message delivery or 
increased packet loss. This necessitates the frequent 
establishment of new routes, which adds overhead and can 
exacerbate congestion during critical situations, such as an 
accident or sudden traffic jam. The ability to quickly adapt 
to these changes is crucial for the reliability and 
effectiveness of communication, particularly for safety 
messages that require timely dissemination. The 
implication is that routing protocols must be designed to 
efficiently handle high mobility and frequent topology 
changes to ensure that safety-critical information is 
communicated without delays. 

A. Data Security and Privacy 

Data security and privacy are significant concerns 
in VANET due to the sensitive nature of the information 
exchanged between vehicles and infrastructure. For 
instance, consider a scenario where vehicles share real-time 
information about their speed and location for safety 
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purposes. If this data is intercepted or altered, it could 
mislead drivers or traffic management systems, potentially 
leading to accidents. The open wireless communication 
environment is susceptible to various security threats, 
including data tampering, where malicious actors may alter 
messages to mislead other drivers. Spoofing attacks, where 
an attacker impersonates a legitimate vehicle or 
infrastructure node, can also compromise the integrity of 
the network and lead to unsafe driving conditions[38]. 

Additionally, denial-of-service (DoS) attacks can 
overwhelm the network, disrupt communication, and cause 
traffic incidents. For example, a DoS attack on a traffic 
signal communication system could prevent vehicles from 
receiving timely updates about traffic light changes, 
leading to confusion and accidents. Ensuring robust 
security mechanisms to protect data integrity, authenticity, 
and confidentiality is essential to build trust in VANET 
systems and encourage widespread adoption. 

B. Quality of Service (QoS) Requirements 

QoS requirements in VANET are critical for 
ensuring effective communication, particularly for safety 
and time-sensitive applications. Key QoS parameters 
include low latency, high reliability, and stable 
connectivity. However, meeting these requirements in a 
dynamic environment is challenging. For example, during 
a major traffic event like a marathon, where thousands of 
runners and vehicles share the same roads, vehicles' rapid 
movement can lead to network availability fluctuations, 
resulting in variable latency and potential packet loss. In 
such scenarios, the chances of messages being delayed or 
lost increase, which can have dire consequences for safety-
critical applications, such as alerts about road closures or 
accidents. Achieving a balance between QoS parameters 
while adapting to changing network conditions requires 
sophisticated routing protocols and effective resource 
management strategies. The implication is that protocols 
must prioritize timely message delivery and maintain a high 
level of reliability to ensure that critical information 
reaches drivers promptly[39]. 

C. Interference and Connectivity Issues 

Interference and connectivity issues pose additional 
challenges in urban environments where VANETs are most 
likely to be deployed. For instance, in a densely populated 
city, the concentration of vehicles, buildings, and other 
infrastructure can lead to significant radio frequency 
interference, which hampers communication quality. An 
example is when vehicles attempt to communicate in a 
narrow street surrounded by tall buildings, where the 
signals may be obstructed, resulting in weak connectivity. 
Additionally, various electronic devices and competing 
wireless networks can exacerbate interference, leading to 
degraded performance. For example, Wi-Fi networks 
operating on similar frequencies can cause interference that 
disrupts VANET communications. Connectivity 
challenges can result in fragmented communication, where 
vehicles cannot maintain consistent connections with one 
another or infrastructure nodes. The implication is that 
strategies must be developed to mitigate interference and 
enhance signal quality, such as deploying additional relay 

nodes or using advanced communication technologies to 
ensure reliable connectivity in challenging 
environments[35]. 
 

V. SIMULATION TOOLS AND PERFORMANCE 
EVALUATION METRICS IN VANET 

STUDIES 
 

Simulation platforms play a crucial role in VANET 
research by providing environments to model, analyze, and 
evaluate routing protocols under various traffic scenarios. 
The following are some widely-used simulation tools: 

1. NS-3 (Network Simulator 3): NS-3 is a discrete-event 
network simulator widely used in academic and 
industrial research. It offers advanced simulation 
capabilities for various network protocols, including 
those used in VANETs. NS-3 allows researchers to 
simulate complex network scenarios, implement 
custom protocols, and analyze network performance. 
For example, a study may use NS-3 to evaluate the 
effectiveness of a new routing protocol under different 
traffic densities and mobility patterns, providing 
insights into how the protocol performs in real-world 
conditions[40]. 

2. SUMO (Simulation of Urban MObility)[41]: SUMO 
is a microscopic traffic simulator that enables 
researchers to model vehicle movement in urban 
environments. It simulates realistic traffic scenarios, 
taking into account factors such as traffic lights, 
intersections, and vehicle behaviors. For instance, 
researchers might use SUMO to generate traffic 
patterns for a specific urban area, which can then be 
integrated with VANET simulations to analyze how 
routing protocols perform under varying traffic 
conditions, such as rush hour congestion. 

3. Veins[42]: Veins is an integrated framework that 
combines OMNeT++ (a discrete event simulation 
framework) with SUMO, enabling realistic vehicular 
network simulations. This platform allows researchers 
to simulate the interaction between vehicle movements 
(simulated by SUMO) and communication protocols 
(simulated by OMNeT++). For example, a researcher 
could use Veins to examine how a new safety message 
dissemination protocol performs in a highly dynamic 
urban environment where vehicle speeds and densities 
vary significantly. 

The importance of these simulation platforms lies in 
their ability to create controlled environments where 
researchers can experiment with different protocols and 
configurations without the limitations and risks associated 
with real-world testing. By providing accurate simulations 
of both network and traffic conditions, these tools help in 
understanding the implications of design choices on 
protocol performance. 

A. Traffic and Mobility Modeling 

Traffic and mobility modeling is critical in evaluating 
protocol performance in VANET studies. Different traffic 
models can simulate vehicle movement under various 
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conditions, influencing the effectiveness of routing 
protocols[43]. Key traffic models include: 

1. Deterministic Models: These models use fixed patterns 
of vehicle movement, such as constant speed and 
predefined routes. While they are easier to implement, 
they may not accurately reflect real-world conditions. 

2. Stochastic Models: These models incorporate 
randomness and variability, simulating more realistic 
vehicle behaviors. For example, using Poisson 
distributions to model vehicle arrivals at an intersection 
can provide insights into how protocols perform under 
fluctuating traffic volumes. 

3. Microscopic Models: These models focus on 
individual vehicle behaviors and interactions, 
considering factors like acceleration, lane changing, and 
distance to other vehicles. Tools like SUMO are 
essential for developing microscopic models that 
provide realistic traffic flow data for VANET 
simulations. 

The choice of traffic model is vital because it directly 
impacts the accuracy of simulation results. Realistic traffic 
scenarios lead to more reliable evaluations of how routing 
protocols will perform in practice, ensuring that researchers 
can draw meaningful conclusions about their effectiveness 
in real-world applications. 

B. Performance Metrics 

Evaluating the performance of routing protocols in 
VANET studies involves using specific performance 
metrics. Key metrics include: 

1. Throughput: This metric measures the amount of 
successfully transmitted data over a communication 
channel in a given time period, usually expressed in 
bits per second (bps). High throughput indicates 
efficient use of the network, which is crucial for 
applications like real-time traffic updates and safety 
alerts. For instance, a routing protocol that maintains 
high throughput during peak traffic times demonstrates 
its ability to handle high data volumes effectively. 

2. Packet Delivery Ratio (PDR): PDR quantifies the 
proportion of packets successfully delivered to their 
destination compared to the total packets sent. A high 
PDR is essential for ensuring reliable communication, 
particularly for safety-critical messages. For example, 
in a scenario where vehicles communicate information 
about accidents, a high PDR indicates that most safety 
messages reach their intended recipients, which can 
significantly enhance overall traffic safety. 

3. End-to-End Delay: This metric measures the time 
taken for a packet to travel from the source to the 
destination. Low end-to-end delay is crucial for 
applications requiring real-time communication, such 
as collision avoidance systems. In a study evaluating a 
new routing protocol, researchers might find that it 
consistently achieves lower end-to-end delays 
compared to traditional protocols, demonstrating its 
suitability for time-sensitive applications. 

4. Jitter: Jitter refers to the variation in packet arrival 
times. Low jitter is important for maintaining a smooth 
communication experience, especially for applications 
like video streaming or voice communication. In 
VANETs, high jitter can disrupt timely message 
delivery, which is critical for safety applications. An 
example of the impact of jitter could be in a video feed 
from a connected vehicle; high jitter may lead to choppy 
video, making it difficult for operators to react to 
situations effectively. 

5. Routing Overhead: This metric measures the 
additional data packets generated for managing routing 
information compared to the actual data being 
transmitted. Lower routing overhead indicates a more 
efficient routing protocol. For example, a protocol with 
high routing overhead may generate excessive control 
packets that congest the network, reducing the effective 
bandwidth available for safety messages. 

The importance of these performance metrics lies in 
their ability to provide comprehensive insights into the 
strengths and weaknesses of routing protocols in VANET 
environments. By evaluating protocols against these 
metrics, researchers can determine their viability for 
practical applications, helping to inform future 
developments in VANET technologies[44]. 

Simulation tools, traffic modeling, and performance 
evaluation metrics are essential components of VANET 
research. They allow researchers to create realistic 
scenarios, evaluate protocol performance under varying 
conditions, and understand the implications of different 
design choices. By leveraging these tools and metrics, the 
VANET community can develop more effective and 
reliable communication systems that enhance road safety 
and traffic management. 
 

VI. APPLICATIONS OF VANET IN MODERN 
TRANSPORTATION SYSTEMS 

 
Vehicular Ad Hoc Networks (VANETs) are 

transforming modern transportation systems by enhancing 
communication among vehicles and infrastructure. This 
section details key applications of VANET in traffic 
management, safety, support for autonomous vehicles, and 
integration into smart city ecosystems, providing examples 
of existing systems worldwide. 

A. Traffic Management and Congestion Control 

VANETs play a significant role in improving traffic 
management and reducing congestion through various 
applications: 

1. Traffic Monitoring: By utilizing real-time data from 
connected vehicles, traffic monitoring systems can 
assess road conditions, vehicle speeds, and traffic 
densities. For instance, in cities like Los Angeles, 
traffic management systems leverage VANET data to 
monitor congestion levels and adjust traffic signals 
accordingly. This real-time data helps city planners 
optimize traffic flow, reducing travel times and 
emissions[45]. 
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2. Congestion Control: VANETs facilitate dynamic 
route guidance by sharing information about traffic 
conditions, accidents, or road closures. For example, 
the European project "Cooperative Intelligent 
Transport Systems" (C-ITS) uses VANET technology 
to provide drivers with alternative routes during peak 
traffic hours. By redirecting vehicles to less congested 
roads, these systems can alleviate traffic bottlenecks 
and improve overall flow[46]. 

3. Dynamic Traffic Light Management: VANETs 
enable adaptive traffic light control systems that adjust 
signal timings based on real-time traffic conditions. In 
Singapore, for instance, traffic lights are integrated 
with VANET technology to respond dynamically to 
traffic volumes, optimizing signal phases to minimize 
waiting times for vehicles and pedestrians[47]. This 
adaptive approach enhances traffic efficiency and 
safety at intersections. 

B. Safety-Related Applications 

Safety is a primary focus of VANET applications, 
significantly improving road safety and reducing accident 
rates: 

1. Collision Avoidance[48]: VANETs enable vehicles to 
communicate critical information about their speed, 
direction, and location, allowing for timely warnings 
about potential collisions. The "Vehicle-to-Vehicle" 
(V2V) communication technology developed by 
organizations like the U.S. Department of 
Transportation is designed to alert drivers of imminent 
dangers, such as sudden stops or lane changes. For 
example, General Motors has implemented V2V 
communication in some of its models to enhance 
collision avoidance capabilities. 

2. Emergency Warning Systems: VANETs facilitate 
rapid dissemination of emergency alerts, such as 
accidents, road hazards, or severe weather 
conditions[49]. The "Connected Vehicle" program in 
the United States includes applications that notify 
drivers of road hazards or emergency vehicles 
approaching intersections. This timely information 
helps drivers make informed decisions, potentially 
preventing accidents and enhancing overall road 
safety. 

3. Cooperative Driving: In cooperative driving 
scenarios, vehicles work together to optimize traffic 
flow and enhance safety[43]. For example, the 
"SARTRE" (Safe Road Trains for the Environment) 
project in Europe demonstrated platooning, where 
vehicles travel closely together, reducing drag and 
improving fuel efficiency[50]. Through VANET 
technology, vehicles communicate their positions and 
speeds, allowing for synchronized movements that 
enhance safety and efficiency on the road. 

C. Support for Autonomous Vehicles 

VANETs are crucial for the development and 
operation of autonomous vehicles, providing essential data 
and communication capabilities: 

1. Real-Time Data: Autonomous vehicles rely on real-
time information from their surroundings to make safe 
driving decisions[51]. VANETs provide data on traffic 
conditions, road hazards, and vehicle movements, 
enabling autonomous vehicles to navigate complex 
environments effectively. For example, Waymo's 
autonomous vehicles use a combination of sensors and 
V2V communication to interpret their surroundings 
and make real-time driving decisions. 

2. Decision-Making Support: By integrating VANET 
technology, autonomous vehicles can enhance their 
decision-making processes[52]. For instance, during 
high-traffic scenarios, connected vehicles can share 
information about optimal speeds and routes, allowing 
autonomous vehicles to adjust their behavior to 
improve overall traffic flow. This collaborative 
decision-making contributes to safer and more 
efficient transportation systems. 

D. Integration into Smart City Ecosystems 

VANETs are integral to the development of smart city 
initiatives, contributing to various applications that 
enhance urban living: 

1. Smart Parking[53]: VANET technology can facilitate 
smart parking solutions by providing real-time 
information on available parking spaces. For example, 
cities like San Francisco have implemented smart 
parking meters that communicate with connected 
vehicles, directing them to the nearest available 
parking spot. This reduces the time spent searching for 
parking, decreasing congestion and emissions. 

2. Pollution Monitoring[54]: Connected vehicles can 
contribute to environmental monitoring by collecting 
data on air quality and pollution levels. In cities like 
Barcelona, the integration of VANETs allows for real-
time pollution tracking, helping urban planners 
identify pollution hotspots and implement measures to 
improve air quality. 

3. Fleet Management: VANETs enhance fleet 
management systems by enabling real-time tracking 
and communication among vehicles. For instance, 
logistics companies like UPS utilize VANET 
technology to monitor vehicle locations and optimize 
delivery routes based on current traffic conditions[7]. 
This capability improves operational efficiency and 
reduces fuel consumption, contributing to 
sustainability goals. 

 

VII. FUTURE RESEARCH DIRECTIONS 
AND OPPORTUNITIES IN VANET 

 
The evolution of VANET continues to present 

significant research opportunities that promise to enhance 
transportation systems' efficiency, safety, and 
sustainability. One key area is the integration of Artificial 
Intelligence (AI) and Machine Learning (ML) in VANET, 
which can optimize routing, enhance anomaly detection, 
and facilitate predictive maintenance. For example, AI can 
analyze historical traffic data to predict congestion patterns, 
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potentially reducing traffic delays and improving road 
safety. This integration can lead to safer and more efficient 
transportation networks if successfully implemented. 
Current progress in this area includes pilot projects like the 
Smart City initiatives in Barcelona. AI optimizes signal 
timings based on real-time traffic conditions, with an 
estimated development timeline of 3 to 5 years for broader 
integration. 

Another significant opportunity lies in deploying 
5G networks and future 6G technologies, which offer 
increased speed, lower latency, and more excellent 
connectivity range for VANET applications. These 
advancements support real-time data sharing and 
communication between vehicles and infrastructure, 
enhancing system responsiveness. Countries like the U.S. 
and South Korea are already testing 5G technologies for 
automotive applications, with an estimated 2 to 4 years 
needed for widespread adoption. Additionally, integrating 
edge computing within VANET can improve real-time data 
processing by bringing computation closer to the data 
source. At the same time, the Internet of Things (IoT) can 
enhance VANET applications by connecting a broader 
array of devices. Pilot projects in smart cities like 
Amsterdam already leverage these technologies, with a 
projected development timeline of 4 to 6 years for 
comprehensive integration. 

Standardization and regulatory challenges are also 
critical, as establishing standardized protocols and 
regulatory frameworks is essential for ensuring 
interoperability and security across different VANET 
implementations. Organizations like the IEEE and ISO are 
actively working on standards for V2X communications, 
and ongoing discussions among regulatory bodies aim to 
create cohesive frameworks that enhance safety and public 
trust. This standardization could take 2 to 5 years for initial 
adoption. Finally, research into sustainability and green 
networking within VANET is crucial for aligning 
transportation technologies with environmental goals. This 
includes developing energy-efficient communication 
protocols. Initiatives such as the EU-funded "Green 
eMotion" project are already promoting sustainable 
mobility solutions, with an estimated timeline of 3 to 7 
years for significant advancements and widespread 
implementation. 

These future research directions offer exciting 
opportunities to transform VANET technology, 
contributing to more efficient, safe, and sustainable 
transportation networks. Effective collaboration among 
researchers, industry stakeholders, and policymakers will 
be crucial in realizing these advancements and their 
benefits. 

VIII. CONCLUSION 
 

The study's conclusion on Vehicular Ad Hoc 
Networks (VANET) demonstrates that this technology can 
transform modern transportation systems by enhancing 
communication between vehicles and infrastructure. With 
various applications ranging from traffic management to 
safety, VANET can reduce congestion and improve road 
safety through emergency warning systems and collision 

avoidance applications. However, the challenges faced in 
its implementation, such as high mobility and frequent 
topology changes, require effective solutions to ensure 
network stability and performance. Security and privacy 
issues are also significant, given the risks such as data 
tampering and denial-of-service attacks that can threaten 
system integrity. Quality of Service (QoS) also plays a 
crucial role, with the need for low latency, high reliability, 
and stable connectivity in dynamic environments. 

Looking ahead, the integration of artificial 
intelligence and machine learning into VANET, as well as 
the deployment of 5G and 6G technologies, can offer 
innovative solutions to these challenges. Edge computing 
and IoT can also enhance real-time data processing, 
supporting faster and more accurate decision-making. 
Standardization of protocols and transparent regulatory 
frameworks will be necessary to ensure interoperability and 
security across systems while supporting efforts toward 
more sustainable networking. 

Overall, VANET represents a promising field with many 
research opportunities that can enhance the efficiency, 
safety, and sustainability of transportation systems. 
Effective collaboration among researchers, industry 
stakeholders, and policymakers will be critical in realizing 
these advancements and their benefits. Systematic and 
comprehensive research in this area, as outlined in the 
literature review, will provide deeper insights into current 
developments and challenges and pave the way for future 
innovations in transportation. 
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